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Abstract 

 

The complexity of distributed denial of service 

(DDoS) attacks is escalating swiftly, which makes 

protecting against these threats are bigger and very 

important for all layers. A DDoS attack may sound 

complicated, but it is actually quite easy to 

understand.  The process of sending and receiving 

data from one host to another, data encapsulation, 

is possible due to the existence of a seven layer 

protocol suite presented as the OSI model. 

Although while investigating DoS attacks, rarely 

refer to various layers of this OSI model, special 

weight age is to be laid upon the seventh layer, the 

application layer. In essence, it procures an 

interface to end-user tasks, and facilitates 

programs such as web browsers, email services, 

and photo applications in sending network 

communications (e.g., SMTP or HTTP). 

 

Key Words: (DDoS), Distributed Denial of 

Service, layers, attacks. 

 

1. Introduction 

 

I. Layer seven DDoS Attacks Compared to 

Other Types 

 

The inclination of DDoS attacks indicates 

faultlessly that culprits focus and climb the OSI 

arrange model after some time. The migration of 

the practical objective is legitimate, since more 

DDoS protection frameworks center their essential 

recognition controls around lower layers (Imperva, 

2016). Along these lines, assaults on the web 

application layer are progressively prominent. 

Besides, layer seven entrance, the top layer in the 

OSI model, gives an outlet on a business rationale 

layer, which is viewed as a dynamic expansion of 

the previously mentioned network protocol suite. 

Given that the internet is built vertically by 

multiple protocol layers, it would be perfectly 

understandable if internet DDoS attacks assume a 

vertical classification, as well. 

 

If we adopt this approach, some common types of 

DDoS attacks include: 

 

• IP attacks on the network bandwidth – 

Layer 3 (Network Protocol) 

 

• TCP attacks on server sockets – Layer 4 

(Transport Protocol) 

 

• HTTP attacks on Web server threads – 

layer seven (Application Protocol) 

 

• Web application attacks on CPU resources 

– layer seven+ 

 

As of now we take hold of the difference between 

DDoS attacks, in terms of OSI model 

classification, let’s go through some general 
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features that distinguish layer seven DDoS attacks 

from others: 

 

1. While network layer DDoS attacks 

attempt to overwhelm the victim server with bogus 

requests, the application layer DDoS attacks rely 

on legitimate ones. 

 

2. In layer seven DDoS attacks, attacking 

computers have to set up a full TCP connection. 

Thus, while providing genuine IP addresses is 

something you cannot dispense with, the entire 

action proceeding may seem legitimate in the 

absence of traffic spikes. They may virtually 

swindle even a vigilant DDoS defense mechanism, 

and they’re stealthy. 

 

3. A layer seven DDoS attack, in contrast to 

the others, may exploit vulnerabilities in 

application software, thus circumventing detection 

and aiming directly at the targeted Web server. In 

other words, they are more sophisticated, since 

they do not count entirely on a brute force to 

achieve desired ends. 

 

4. Perhaps the most notable difference; so-

called volumetric DDoS attacks strive to bring 

down network infrastructure and servers by 

employing high-bandwidth-consuming flooding. 

That benefits from an inherent blind spot of the 

internet medium. On the other hand, layer seven 

DDoS attacks take the victim server in the rear, 

first engaging well-known applications such as 

Hypertext Transfer Protocol (HTTP), Voice Over 

Internet Protocol (VoIP), or Domain Name System 

(DNS) (Arbor Networks, Inc. 2016). 

 

5. The goal of application layer DDoS 

attacks usually have nothing to do with 

overwhelming bandwidth. Some IT experts call 

them “low and slow” for a reason. Frequently, at 

close range are exhausted CPU or memory 

resources. Hence, layer seven DDoS leverage as 

well inherent flaws and limitations of applications, 

for example, system resources are always finite. 

There’s surprise here actually. Heavy resource 

consumption will eventually render the server 

incapacitated (Imperva, 2016). 

6. Protection and mitigation of common 

volumetric attacks is something that IT specialists 

are well familiar with. In contrast, layer seven 

DDoS attacks often stand as a more formidable 

challenge (Breaking Point Labs, 2011). 

 

The outlined picture of importance and future 

prevalence of application layer DdoS attacks was 

shared by experts from the OWAS Foundation in 

2010: “We believe layer seven attacks may 

supersede layer four as the modus operandi of 

DDoS bot nets in this new decade.” 

 

Layer Seven DDoS Attacks Statistics 

 

To continue the layer seven DDoS topic, let’s 

review a couple of interesting sources of relevant 

statistics. First, according to Arbor’s statistical 

information, with an over 102% increase of DDoS 

attack size when compared to the previous year, 

2010 appears to be a cornerstone in DDoS 

evolution. A year later, a Hardware Security 

Survey: Attack Count by Type and Bandwidth 

claims that application layer attacks are prevalent: 
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Fig 1.1 DDoS Attack Types 2016- 2017 

 

 

 

 

 

 

 

 

 

 

 

 

 

In 2016, information passed in the survey that 49.92 % growth in layer seven DDoS attacks. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1.2 Total Application Layer Attacks 2018 vs. 2019 
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In addition, quarterly reports by Prolex show a definite tendency of increasing popularity, particularly of 

HTTP GET DDoS attacks in the period from April 2018 to June 2019. 

 

 
 

 

Fig 1.3 DDoS attacks 2016-2017 

 

 

Why Are Application-Layer DDoS Attacks Such a 

Vexing Threat? 

 

 

The top layer of the internet protocol suite has two 

main categories of protocols: protocols that 

directly service users (e.g., HTTP, FTP, IMAP, 

Telnet, SMPT/POP, IRC, XMPP, SSH etc.) and 

support protocols that underpin various system 

functions (e.g., DNS, SNMP, BOOTP/DHCP, 

TLS/SSL, SIP, RTP, NTP etc.) (Abliz, 2011). 

Here are seven reasons of why layer seven DDoS 

attacks represent such a vexing threat: 

 

May affect many different applications 

Any one of the protocols examined above may be 

subject to a DDoS attack (Abliz, 2011). Many of 

them target HTTP to exhaust a web server’s 

vitality (Breaking Point Labs, 2011). 

 

Highly-targeted strikes 

According to general practice, layer seven DDoS 

attacks are often customized to target a specific 

web application. For example, web servers that 

run a combination of Java, PHP5, and ASP.NET 

may be targeted by specially crafted HTTP 

requests, which may collide with the web server’s 

hashing operation “when unique requests return 

non-unique and overlapping responses (Katz, 

2016, p. 3).” A great amount of these “hash-

busting” requests sent in a short time, like a MG-

42 machine gun, would deplete essential web 

resources and create a denial of service. 

 

Simplicity of layer seven 

 

It’s thought that if thousands of users 

simultaneously keep pressing the refresh button on 

their browsers that would crash the server soon or 

later. Whether or not it’s possible, many hackers  

use layer seven DDoS attacks time and again. An 

unsophisticated “low and slow” attack, for 

instance, is the one that struck a major credit card 

company that ceased providing services to 

WikiLeaks in 2010. In this case, the first 

experienced downtime was caused by a brute-

force HTTP traffic flood towards application, 

originating from approximately 940 computers. 

 

Maximum Results with Limited resources 

 

Unlike other denial of service attacks, layer seven 

requires very little investment by attackers. In fact, 

along with the ulterior nature of the weaponry in 

question, a feasible execution presupposes tactics 

reminiscent of guerrilla warfare. 

 

Conducive to collateral damageApplication layer 

DDoS attacks carry a special mark. A DNS attack, 

for instance, directed at single DNS provider, may 

spread and affect all of its clients. 

 

Appearance of legitimacy in Slow traffic, 

legitimate as far as protocol rules and rates are 

concerned, and normal and complete TCP 

connections, are the main prerequisites that entail 
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the benign appearance typical of layer seven 

DDoS attacks. 

 

Bypass one security shield or take the “shortcut” 

As a usual practice, applications that are subject to 

attack are usually “allowed” through security 

devices such as firewalls or IPS devices (e.g., 

HTTP or DNS traffic). Hence, one security layer 

can be eliminated with ease. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1.4 Application Zone 

 

 

What's more, though a Network DDoS assault 

works in the intelligent "Access Zone," an 

application DDoS assault focuses on the 

"Application Zone." That comprises of the web 

front-end and the information stockpiling for it. 

All together for an application DDoS assault to be 

effective, it needs to circumvent the whole 

arrangement of "Access Zone" gadgets and 

components set up, exploit a security hole on the 

"Application Zone," and after that at long last 

infuse a payload that proceeds to build up an 

immediate correspondence line with the web 

server, to strike either the server itself or 

application. 

Layer seven DDoS methods and attacks, Types of 

common layer seven DDoS attacks are divided 

into four basic categories: 

 

Request-Flooding Attacks 

 

High rates of apparently real application demands, 

for example, HTTP GETs, DNS inquiries and SIP 

INVITEs, storm web servers to debase and upset 

its ordinary working. 

 

Asymmetric Attacks 

 

“High-workload” requests that take a heavy toll of 

server resources such as CPU, memory or disk 

space. 

 

Repeated Single Attacks 

 

An isolated “high-workload” request being sent 

across many TCP sessions, a stealthier way to 

combine asymmetric and request-flooding layer 

seven DDoS attacks. 

 

Application-Exploit Attacks 

 

The attack vectors here are vulnerabilities in 

applications, for instance, hidden-field 

manipulation, buffer overflows, scripting 

vulnerabilities, cross-site scripting, cookie 

poisoning, and SQL injection. 
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DDoS ATTACK Architecture - TCP SYN 

Flood 

 

Layer seven DDoS methods 

 

First and foremost, it’s important to note that this 

means of attack manages to complete the three-

way TCP handshake, hereby evading devices and 

measures that give protection against layer four 

DdoS attacks. These attacks often appear normal 

and fly under the radar. The second phase of the 

DDoS attack is different, however, contingent on 

application type and the methodology chosen by 

the aggressive side. Some examples of HTTP 

attacks: 

 

HTTP GET approach uses GET requests; meant to 

acquire particular data at a URL point. By entering 

a URL in the relevant bar, a GET request is also 

ready (Pornin, 2017). 

 

HTTP GET flooding is when many of these 

requests, sometimes tens of thousands, are sent 

within a short period of time, attempting to drain 

server resources. Simplicity itself makes this type 

of DDoS attack more common. 

 

Other HTTP GET-based methods are HTTP 

Malformed Attacks that dispatch invalid HTTP 

packets (e.g., ZafiB worm), and HTTP Idle 

Attacks that slowly send incomplete HTTP 

requests. 

 

HTTP POST is the method used to employs HTTP 

POST requests used with forms whose entire set of 

headers is sent correctly, including the Content-

Length number. However, the distinction here is a 

POST message body that is sent at a very low rate 

(Content-Length transmitted byte by byte). They 

preclude connection from proper completion 

(Imperva, 2016). Hence, practically any website 

that has forms accepting HTTP POST requests 

(for example, submitting feedback, login, 

uploading photo/video attachments, sending email 

and etc.) is susceptible to this method (The 

OWASP Foundation, 2010). 

 

HTTP Slow Read 

The modus operandi here functions the other way 

around, the data isn’t being pushed slowly to the 

server, the malicious entity himself forces the 

targeted server to forward a large amount of data, 

which, in turn, is read again in a drawn-out, 

protracted manner. When the connection process 

is established, the attacker produces a tiny receive 

window, which compels the server to break down 

the response to many small fragments that’ll fit the 

buffer size, leading eventually to extremely slow 

ongoing responses (Imperva, 2016). 

 

As the author of this method says, “the idea of the 

attack I implemented is pretty simple; bypass 

policies that filter slow-deciding customers, send a 

legitimate HTTP request and read the response 

slowly, aiming to keep as many connections as 

possible active”. 

 

Others 

 

Although HTTP is the most targeted protocol, 

other application types are attacked as well, such 

as; DNS dictionary attacks, VoIP (SIP INVITE 

Flood Attack), SMTP buffer overflow attacks.  

 

2. Implementation and Simulation 

 

In this simulation, we are going to use NS2 to 

generate data packets and flood the target 

computer, client or server and attackers.The 

topology in the wired network is set-up using the 

node and link creation APIs. The tcl script in 

DDoS_attack.tcl creates the DDoS attacks of 

denying normal service. In Distributed Denial of 

Service (DDoS) attacks vast amount of requests 

are generated to victims through hacked 

computers. Data transmission is carried out 

between the genuine client and also from 

attacker(hacker) to victim using the CBR 

applicationandTCP connection. 
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Fig 2.1 Attack Scenario  

 

 

S.No. Tools Flooding (or) 

Attack Methods 

1 Tribe Flood N/W TCP, ICMP, 

SYN,Smurf 

2 Stacheldracht and 

variants 

TCP, ICMP, 

SYN,Smurf 

3 TFN 2K TCP, ICMP, 

SYN,Smurf 

4 Shaft TCP, ICMP, 

SYN,combo 

5 Trin00 TCP 

 

Table 1: Simulation Details 

 

 

 
 

Fig 2.2 Availability of Packets before Attacks for 

condition 

 

 

 
 

Fig 2.2 Availability of Packets after Attacks 

 

 

From test results got from the above simulation, it 

tends to be reasoned that the usage and 

accessibility are great execution measures for a 

server under a DDoS assault, all victim individual 

servers of DDoS assaults ordinarily have a low 

accessibility when contrasted with their qualities 

under Ordinary condition, anyway their use 

increment pointedly when they are enduring an 

onslaught. This data can be verybeneficial to the 

originators of DDoS protection instruments, as 

they can make their apparatuses demonstration 

quickly they sense changes in these presentation 

measures. It tends to be additionally gathered that 

the Simulation Events of NS2 can reenact a DDoS 

assault. 

 

3. Conclusion 

 

A denial of service attack’s intent is to deny 

legitimate users access to a resource such as a 

network, server etc.There are two types of attacks, 

denial of service and distributed denial of 

service.A denial of service attack can be carried 

out using SYN Flooding, Smurf or buffer 

overflowSecurity patches for operating systems, 

router configuration, firewalls and intrusion 

detection systems can be used to protect against 

denial of service attacks. 
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